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Overview

Software Assurance
Technology Center

e ARM — Automated Requirements
Measurement Tool

e SCAT — Safety Critical Analysis Tool
e RUT — Requirements Use case Tool
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Software Assurance
Technology Center
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Automated Requirements
Measurement Tool

an early life cycle tool for assessing requirements that
are specified in natural language
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@/: The Price of Errors

Software Assurance
Technology Center

Cost to Fix Errors Found in Testing Phase

16

Additional Cost to Fix in Testing Phas

I.--_L

Requirements Design Code Documentation Operator Other

Phase Error Introduced
\ Find errors as soon as possible for maximum savings !

11/28/01 NASA Software Tools for High-Quality Requirements Engineering 4



Problems Common to
Sware Resurance Most Documents

&

e Specification
e Documentation and style standards not used or
misapplied
e Poor organization of information content
e Uneven emphasis and levels of detall
e Inconsistent identification schemes

e Statements
e Verbose text
e Poor sentence structure
e Poor word selection
e Diagrams, tables, charts, unclear
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Software Assurance
Technology Center

An SRS should be:

11/28/01

Complete
Consistent
Correct
Modifiable
Concise
Testable
Traceable

SRS Quality Attributes

e Unambiguous
e Understandable

e Validatable [
e Verifiable

e Independent

e Annotated %

e at the Appropriate
Level of Abstraction
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Imperatives

Software Assurance
Technology Center

e Imperatives are those words and phrases that

command that something must be provided.
« Shall is usually used to dictate the provision of a functional
capability.
e Must/must not is used to establish performance requirements or

constraints.

e Are applicable is used to include, by reference, standards or
other documentation as an addition to the requirements being
specified.

e« Responsible for is used in requirements documents that are
written for systems whose architectures are predefined.

 Will is used to cite things that the operational or development
environment are to provide to the capability being specified.

e Is required to is passive voice; Should is advisory. Neither
should be used in requirement specification statements.
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Weak Phrases

Software Assurance
Technology Center

e Weak Phrases are clauses that are apt to
cause uncertainty and leave room for multiple
Interpretations.

e Phrases such as adequate, as appropriate and
timely indicate that what is required is either
defined elsewhere or, worse, that the requirement
IS open to subjective interpretation.

e Phrases such as but not limited to, as a minimum,
and TBD provide a basis for expanding a
requirement or adding future requirements.
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Options

Software Assurance

Technology Center

e Options (such words as may and optionally)
give the developer latitude in satisfying the
specification statements that contain them.

e Options loosen the specification,

e Reduces the acquirer’s control over the final
product, and

e Establishes a basis for possible cost and schedule
risks.
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Generalities

Software Assurance
Technology Center

e Generalities provide gross quantitative or
gualitative descriptors that indicate direction
of intent but no useful information.

eAbout Good
eAdequate eMany
e Almost *Most
eAt a minimum eTDB
eBad Timely

eClose
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Soers Jrenee Attributes & Metrics

&

e Ambiguity = Weak Phrases (adequate, as appropriate, as
applicable, but not limited to, normal, if practical, timely, as a
minimum) + Options (can, may, optionally)

e Completeness = TBD + TBA + TBS + TBR

e Understandability = Numbering Scheme

e Traceability = Number of Items traced to tests, between
builds, between levels of detall

e Volatility = Number of Changes / Number of Requirements

e Number of Requirements = Imperatives (shall, must, will,
required, responsible for, should, are to, are applicable) +
Continuances (below:, as follows:, following:, listed:, in
particular, support:, : )
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Requirements Summary

Software Assurance
Technology Center

e Use of natural language for requirements
may result in problems later; need care,
attention, and review of language usage and
structure.

e Metrics can be used to track requirements
process and give valuable insight into project
status and early warning of problems.
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y— ARM Screen Shots

Software Assurance
Technology Center

-2 ARM Walkthrough H= s

This the ARTW Walkthrough. Tt will allow the user
to step through the process of running the ARM
You may now run a document through the tool, hy

. selecting Begin Walkthrough, or you may Exit
Automated Requirement Wallihroush.

Measurement Tool

3~ Automated Requirement Measurement Tool

Software Assurance Technology Center

Welcome to the SATC

5.2 ARM Walkthrough =l

ARM TOOI Thiz the ARW Walkthrough. Itwill allovw the user
to step through the process of running the ARM
You may now choose either to use default indicators

mmdicators.

Create Default Exat
Indicators . Indicators Walkthrough
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ARM Screen Shots

Software Assurance
Technology Center

% OPTIONS MI=] E3

1T INDICATORS Mi=] E4 Select Indicators to be searched for in

document or create user defind indicators:

S o IMPERATIVE
iz required to
[ may are applicable
CONTINUANCES IMPERATIVES |2 COMTINUAMCE
[V Optionally Thiz is created by the uzer
and
DIRECTIVES shall DIRECTIVE
must Created too
; ; e.0.
OPTIONS Iz required Lo e
are applicable Figure
are to T able
WEAE PHRASES respnnsible for riitclla:
waill ;
should OPTION
INCOMPLETES
e
OK Deselect &l
Create Ophion M et Cancel
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— SCAT

Software Assurance
Technology Center

Safety Critical Analysis Tool

scans documents and evaluates them lexically by
searching for indicators that relate potential hazards
to their controlling systems, subsystems, and
components
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SCAT Overview

Software Assurance
Technology Center

e SCAT uses specified indicators to identify
systems, subsystems, and components that
potentially can impact safety.

e This information enables responsible entities
at NASA HQ as well as the various NASA
centers to monitor identified systems more
effectively, thus, assuring that safety-related
requirements have visibility and are
adequately addressed.
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SCAT Overview

Software Assurance
Technology Center

e SCAT is intended to be applicable to the
entire system life cycle; e.g., research,
technology development, design, test and
evaluation, production, construction,
checkout/calibration, operation, maintenance
and support, modification, and disposal.

e Current work builds on experience gained in
development and use of the ARM tool.

e This technology will be applied analogously to
project documents in identifying potential
system safety requirements.
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@’ Sample Indicators of
Borery Anayrnoon Safety Requirements

e Availability e QOut-of-tolerance

e Burn e Personnel exposure

e Combustion e Quality assurance

e Decontaminate e Radiation

e Explosion e Spontaneous ignition

e Failure e Toxic

e Hazardous e Unsafe

e [nadvertent activation e Vulnerable

e Line rupture e \Warning

e Must work
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SATC

SCAT Operational Procedure

Software Assurance
Technology Center

System

Requirements

— D
<«—» | Indicator _ A
SCAT Quality

Safety experts
review & refine
indicators as
appropriate

Metrics

Safety expertsreview @ -
identified safety @ |entified
requirements eliminating Saf ety
obviousitems from ’ N Requirements

consider ation

Validated Safet SCAT | Quality
Requirements Metrics
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SCAT Screen Shots

Software Assurance

Technology Center
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— SCAT Screen Shots

Technology Center

I Analyzis Tool [SCAT]

[ Tlick here to Select Aequiements Fie | |

Rkt Seee A I Ii im. Safety Cntical Analysiz Tool [SCAT]

x|
Help

Usze Textbox below to ADD or DELETE Indicators.  |F pou wa
pou must zelect the 'S ave Indicators Az button before perforr
want ko save the modified Indicators list simply click on the Per

.r . Click:-here ta 5 elact Fequirements File I IE:'&F’ngram Filez\SCAT \Requirement D ocurnent.t
E it ] H;‘;;;ért_.' B ,B_;a_é&'l ‘Saye Indisat et

Chick hers to Select | ndizators Fils I IE:"-.F'ngram FileshSCAT Mndicator List. bat

Uze Textbox below to ADD or DELETE Indicators.  If you want to 2ave the modified Indicataors list
wou muzt zelect the "Save Indicators Az button before perfarming the Safety Analysiz. [F pou do not
want to zave the modified Indicators st simply click on the Perform S afety Snalyzis button.

Sccess Control -
Attack
Authentication

L ailability
Carbon Dioxide
Caustic
Certification
Compatibility
Compromise
Contaminate

b

Exit | " Restart I ¢~ Back I P8 2ve Indicators 8 " Perform 'E-'éﬁesty..é\'rla.lyés:-l
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Software Assurance

Technology Center

SCAT Screen Shots

Fault, 3.5 Fault [zolation

Faull,  The MACS will be capable of izolating faults v S

detected.

al Analysis Tool [SCAT) |

ST Tom—

izolation with ar without connections to the external inter

Faull, 353 The MALCS shall be capable of logging «
provide fault izolation:

Fault, 3531 The MACS shall be capable of logging
o provide Fault izolation,

Fault, 3632 The MALCS shall be capable of logging
to provide fault izolation.

Fault, 3633 The MACS thall be capable of logging :

11/28/01

safety Requirement Phrase

3.6 Fault |salation =]

[ The MALCS will be capable of izolating faultz when degraded or improper processing iz detected.

362 The MALS shall be capable of nning offline software diagnostics for Fault izolation with or without connecl

[13E.3 The MALCS shall be capable of logging external interface hranzactions to provide fault isolation.

3631 The MACS shall be capable of logging MOM external interfface ransactions to provide fault izolation.

[]132.6.2.2 The MALCS shall be capable of logging MMS estemnal interface tranzactions to provide faulk izolation.

3.6.3.3 The MALCS shall be capable of logging C55 external interface tranzactions to provide fault izolation.

[141.1.1 The MALCS zhall accept meszages containing commandsz from the C55 to configure ITUz and OTUs. Tk

O 4 1.1. 2 The MALS shall accept meszages containing commands from the C55 to enable alarm$ at specified ML
s e MACS shall send notification o tern av :|I|:||:|I|Ihl and unay E|I|:||:|I||hl to the

411, 9 The M.t'-‘-.ES shall accept meszages from the C55 natifving it of C55  unavailability.

[14.21.F The MACS shall zend a verfization message to the kML,

[14.21.8 The MALCS zhall expect a responze for a MU= verification meszzage from the MO,

4227 The MACS zhall zend a verifization message to the DEMUX,

[14.228 The MACS zhall expect a rezponze for a DEMUR verfication mezzage from the MOM. _ILI
i3

Exit | ¢ Back Open Ancther S afety F[e.qm.leri'nen_t.l:-'ilél _ Save Selected Safely Fequiremnents |

NASA Software Tools for High-Quality Requirements Engineering 23



&

SATC RUT

Software Assurance
Technology Center

Requirements Use case Tool

provides a standard template and repository for the
specification and storage of text-based use case
requirements
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Use Case Overview

Software Assurance
Technology Center

e System requirements are the foundation upon
which an entire system is built.

e Traditional vehicle for capturing and
communicating requirements is the Software
Requirements Specification (SRS).

e Use cases provide a more user-centered
approach for specifying requirements.
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Unified Modeling Language

Software Assurance
Technology Center

e The Unified Modeling Language (UML) is the
Industry-standard language for specifying,
visualizing, constructing, and documenting
the artifacts of complex software systems.

IJHIFEDO
e The UML: MODELIE
e Is a language. LANGLLAGE L'”

e Applies to modeling and systems.
e |s based on the object-oriented paradigm.
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Use Case Model

Software Assurance
Technology Center

e Use cases were designed to capture, via a
combination of structured text and graphics,
the functional requirements of a system.

e Use cases are usually described in a textual
document that accompanies a use case
diagram. The combination of these use case
diagrams and their supporting documentation

A~

IS Known as a use case model. .

/ \

\ \

H
[
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Use Case Model

Software Assurance
Technology Center

e Use case models:

e lllustrate a system’s intended functions
(use cases), Its surroundings (actors), and
the relationships between them (use case
diagrams).

e Are used to COMMUNICATE.

e Provide a vehicle used by customers and
developers to discuss the system’s
functionality.
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UML Use Case Diagram

Software Assurance
Technology Center

Update
Accounts

“uses» Accounting
System

«L1Ses s

Trading Manager Q

Price Deal

Trader Capture
Actor Deal
«extends» Salesperson
Use Case — | _Exceeded

Fowler, M., & Scott, K., UML Distilled: Applying the Standard Object Modeling Language, Addison-Wesley, 1997.
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Research Problem

Software Assurance
Technology Center

e Research has been conducted on writing
effective software requirements in a natural
language and has resulted in the
development of a tool for evaluating them.

e Use cases provide a more methodological
basis for specifying and managing
understandable, buildable, and verifiable
functional requirements, but there is no clear
evaluation technique for requirements written
as use cases.
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Solution

Software Assurance
Technology Center

e ldentify the attributes of a quality use case.

Develop software tool for analyzing use cases
based on these characteristics.
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Software Assurance
Technology Center

Quality Use Cases

e Use cases are written as natural language

text descriptions expressec
descriptions express what

Informally. The
nappens from the

user’s point of view. The ¢

etails of how the

system works internally are irrelevant to a

usSe Case.

e It is preferable to have actions numbered and
starting on new lines. This keeps the
narrative clear, improves traceability from
requirements to design or test, and allows
specific line references needed in the

Extensions section.
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Validating Use Cases

Software Assurance
Technology Center

Is the use case complete?
Is the actor’s goal going to be met?

- Are there any changes that would simplify the
process depicted in the use case?

- Are there any additional goals that are not
addressed?

e Are there any additional actors that are not
represented?
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RUT Features

Software Assurance
Technology Center

e Use case repository.

e Standard use case template.

e Integration with Rational Rose.

e Mapping and numbering consistency.
e Pop-up validation questions.
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S-——— RUT Screen Shot

Technology Center

B Use Case Form

r

=] B3
Usze Case ID Uze Caze Mame =
Sub Use Case 1 Create a User Account

Goal in Context [Dverview]

The DBA choozez an 1D and pazeword for the uger [Team Lead or keam member]. enters the [0, pazsword and user's
name into the DCERS . and provides the ID and pazsword ta the uzer.

SATC

Scope and Level

Saftware Assurance
Technology Centar

Preconditions

The uger doeg not pet have an 1D and pazzword for the DCERS but the user needs one. _

Success End Condition [post conditions]
The user has a valid ID and paszword for logaing into the DCERS.

Failed End Condition

Trigger [the action that starts the use case]
"wihen the DBA iz told that the uzer [Team Lead or team member] needs to

enter data into or generate reparts from the DCERS but does not pet have an
1D or pazzword.

All recards Currett record

1 The DBA is told that the user (Team Lead ar team member) requires a personal ID and passward to the DCERS.
2 The DBA chooses an ID and passward for the user, enters them intao the DC&RS, along with the users name, and pro’

Record: I1| 1 || 1 [N |H|He| of 2

SUB-YARIATIONS
Step Branching Action Step Branching Action &
4 T T e
Record: 14 4 II 1 v |ri]r#]|af 5
11/28/01
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RUT Screen Shot

Software Assurance

Technology Center

B Actor Form

4

ETICR [T
DBA \

Actor Description

SEL databaze administrator

8|

Recard: HI 1 || 2 (NEE IHIH%I af 9
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Summary

Software Assurance
Technology Center

e Extensive research conducted on writing
guality requirements in a natural language
resulted in the ARM tool for evaluating them.

e Concepts of ARM were applied to the area of
systems safety with the SCAT tool.

e Use cases provide a more methodological
basis for specifying quality requirements; a
use case template and repository are
provided by the RUT tool.
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Software Assurance
Technology Center

e Visit Our Website:
e http://satc.gsfc.nasa.gov/tools/.

e Or Contact:

e ARM: Michele Crispell,
michele.crispell@gsfc.nasa.gov.

e SCAT: Peter Legowski,
peter.legowski@gsfc.nasa.gov.

e RUT: James McCoy,
James.mccoy@gsfc.nasa.gov.
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